 https://www.youtube.com/@ieverythingeverywhere
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Lab Topology – Lab 037 Configure & Verify VRRP Redundancy Protocol:






Equipment Required:
· 2 Cisco Router (e.g. Cisco CISCO2901/K9)
· 4 L3 Cisco Switches (e.g. Catalyst 3750)
· 3 L2 Cisco Switches (e.g. WS-C2960-24TT-L)
· 3 laptops with Ethernet interface
· Console cables for network devices
· Ethernet cables for connections between devices
· Computer with Terminal emulation software e.g. PuTTY




Final Configuration for each Device:

PC1:
ip 10.1.1.1/24 10.1.1.254
ip dns 8.8.8.8
set pcname PC1
save PC1
wr

PC2:
ip 10.2.2.2/24 10.2.2.254
ip dns 8.8.8.8
set pcname PC2
save PC2
wr

Server-A: 
ip 10.3.3.3/24 10.3.3.254
ip dns 8.8.8.8
set pcname Server-A
save Server-A
wr



ACC-SW1:
Building configuration...

Current configuration : 3308 bytes
!
! Last configuration change at 14:41:11 UTC Mon Oct 14 2024
!
version 15.2
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
service compress-config
!
hostname ACC-SW1
!
boot-start-marker
boot-end-marker
!
!
!
no aaa new-model
!
!
!
!
!
!
!
!
no ip domain-lookup
ip cef
no ipv6 cef
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
interface GigabitEthernet0/0
 description "Link to DIS-Switches"
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/1
 description "Link to DIS-Switches"
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/2
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/3
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/0
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/1
 description "Link to PC1"
 switchport access vlan 10
 switchport mode access
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/2
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/3
 media-type rj45
 negotiation auto
!
ip forward-protocol nd
!
no ip http server
no ip http secure-server
!
!
!
!
!
!
control-plane
!
line con 0
 exec-timeout 300 0
 logging synchronous
line aux 0
line vty 0 4
!
!
end

ACC-SW1#

ACC-SW2:
ACC-SW2#show running-config 
Building configuration...

Current configuration : 3308 bytes
!
! Last configuration change at 14:42:20 UTC Mon Oct 14 2024
!
version 15.2
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
service compress-config
!
hostname ACC-SW2
!
boot-start-marker
boot-end-marker
!
no aaa new-model
!
no ip domain-lookup
ip cef
no ipv6 cef
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
interface GigabitEthernet0/0
 description "Link to DIS-Switches"
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/1
 description "Link to DIS-Switches"
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/2
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/3
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/0
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/1
 description "Link to PC2"
 switchport access vlan 20
 switchport mode access
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/2
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/3
 media-type rj45
 negotiation auto
!
ip forward-protocol nd
!
no ip http server
no ip http secure-server
!
!
control-plane
!
line con 0
 exec-timeout 300 0
 logging synchronous
line aux 0
line vty 0 4
!
!
end

ACC-SW2#


ACC-SW3:
ACC-SW3#show running-config 
Building configuration...

Current configuration : 3381 bytes
!
! Last configuration change at 14:59:41 UTC Mon Oct 14 2024
!
version 15.2
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
service compress-config
!
hostname ACC-SW3
!
boot-start-marker
boot-end-marker
!
!
!
no aaa new-model
!
no ip domain-lookup
ip cef
no ipv6 cef
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
interface GigabitEthernet0/0
 description "Link to DIS-Switches"
 switchport trunk allowed vlan 30
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/1
 description "Link to DIS-Switches"
 switchport trunk allowed vlan 30
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/2
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/3
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/0
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/1
 description "Link to Server-A"
 switchport access vlan 30
 switchport mode access
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/2
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/3
 media-type rj45
 negotiation auto
!
ip forward-protocol nd
!
no ip http server
no ip http secure-server
!
control-plane
!
line con 0
 exec-timeout 300 0
 logging synchronous
line aux 0
line vty 0 4
!
!
end

ACC-SW3#



DIS-SW1:
Building configuration...

Current configuration : 3943 bytes
!
! Last configuration change at 08:45:44 UTC Tue Oct 15 2024
!
version 15.2
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
service compress-config
!
hostname DIS-SW1
!
boot-start-marker
boot-end-marker
!
!
!
no aaa new-model
!
no ip domain-lookup
ip cef
no ipv6 cef
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
track 100 interface GigabitEthernet0/2 line-protocol
!
interface GigabitEthernet0/0
 description "Linkt to ACC-Switches"
 switchport trunk allowed vlan 10,20
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/1
 description "Linkt to ACC-Switches"
 switchport trunk allowed vlan 10,20
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/2
 description "Link to C-Router1"
 no switchport
 ip address 10.0.1.2 255.255.255.252
 negotiation auto
!
interface GigabitEthernet0/3
 description "Link to DIS-SW2"
 switchport trunk allowed vlan 10,20
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/0
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/1
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/2
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/3
 media-type rj45
 negotiation auto
!
interface Vlan10
 ip address 10.1.1.100 255.255.255.0
 ip ospf 1 area 0
 vrrp 10 ip 10.1.1.254
 vrrp 10 priority 200
 vrrp 10 track 100 decrement 100
 vrrp 20 track 100 decrement 100
!
interface Vlan20
 ip address 10.2.2.100 255.255.255.0
 ip ospf 1 area 0
 vrrp 20 ip 10.2.2.254
 vrrp 20 priority 200
 vrrp 20 track 20 decrement 100
!
router ospf 1
 network 10.0.1.0 0.0.0.3 area 0
!
ip forward-protocol nd
!
no ip http server
no ip http secure-server
!
control-plane
!
line con 0
 exec-timeout 300 0
 logging synchronous
line aux 0
line vty 0 4
!
!
end

DIS-SW1#



DIS-SW2:
Building configuration...

Current configuration : 3788 bytes
!
! Last configuration change at 22:05:56 UTC Mon Oct 14 2024
!
version 15.2
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
service compress-config
!
hostname DIS-SW2
!
boot-start-marker
boot-end-marker
!
!
!
no aaa new-model
!
!
no ip domain-lookup
ip cef
no ipv6 cef
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
interface GigabitEthernet0/0
 description "Link to ACC-SWitches"
 switchport trunk allowed vlan 10,20
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/1
 description "Link to ACC-SWitches"
 switchport trunk allowed vlan 10,20
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/2
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/3
 description "Link to DIS-SW3"
 switchport trunk allowed vlan 10,20
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/0
 description "Link to C-Router1"
 no switchport
 ip address 10.0.2.2 255.255.255.252
 negotiation auto
!
interface GigabitEthernet1/1
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/2
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/3
 media-type rj45
 negotiation auto
!
interface Vlan10
 ip address 10.1.1.101 255.255.255.0
 ip ospf 1 area 0
 vrrp 10 ip 10.1.1.254
 vrrp 10 priority 110
!
interface Vlan20
 ip address 10.2.2.101 255.255.255.0
 ip ospf 1 area 0
 vrrp 20 ip 10.2.2.254
 vrrp 20 priority 110
!
router ospf 1
 network 10.0.2.0 0.0.0.3 area 0
!
ip forward-protocol nd
!
no ip http server
no ip http secure-server
!
control-plane
!
line con 0
 exec-timeout 300 0
 logging synchronous
line aux 0
line vty 0 4
!
!
end

DIS-SW2#


DIS-SW3:
Building configuration...

Current configuration : 3530 bytes
!
! Last configuration change at 15:43:04 UTC Mon Oct 14 2024
!
version 15.2
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
service compress-config
!
hostname DIS-SW3
!
boot-start-marker
boot-end-marker
!
!
!
no aaa new-model
!
!
no ip domain-lookup
ip cef
no ipv6 cef
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
interface GigabitEthernet0/0
 description "Link to Acc-Switch3"
 switchport trunk allowed vlan 30
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/1
 description "Link to C-Router2"
 no switchport
 ip address 10.11.1.2 255.255.255.252
 negotiation auto
!
interface GigabitEthernet0/2
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/3
 description "Link to Dis-SW4"
 switchport trunk allowed vlan 30
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/0
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/1
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/2
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/3
 media-type rj45
 negotiation auto
!
interface Vlan30
 ip address 10.3.3.100 255.255.255.0
 ip ospf 2 area 0
 vrrp 30 ip 10.3.3.254
 vrrp 30 priority 200
!
router ospf 2
 network 10.11.1.0 0.0.0.3 area 0
!
ip forward-protocol nd
!
no ip http server
no ip http secure-server
!
control-plane
!
line con 0
 exec-timeout 300 0
 logging synchronous
line aux 0
line vty 0 4
!
!
end

DIS-SW3#



DIS-SW4:
Building configuration...

Current configuration : 3512 bytes
!
! Last configuration change at 15:25:18 UTC Mon Oct 14 2024
!
version 15.2
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
service compress-config
!
hostname DIS-SW4
!
boot-start-marker
boot-end-marker
!
!
!
no aaa new-model
!
no ip domain-lookup
ip cef
no ipv6 cef
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
interface GigabitEthernet0/0
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/1
 description "Link to Acc-SWitch3"
 switchport trunk allowed vlan 30
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet0/2
 description "Link to C-Router2"
 no switchport
 ip address 10.11.2.2 255.255.255.252
 negotiation auto
!
interface GigabitEthernet0/3
 description "Link to DIS-SW3"
 switchport trunk allowed vlan 30
 switchport trunk encapsulation dot1q
 switchport mode trunk
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/0
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/1
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/2
 media-type rj45
 negotiation auto
!
interface GigabitEthernet1/3
 media-type rj45
 negotiation auto
!
interface Vlan30
 ip address 10.3.3.101 255.255.255.0
 vrrp 30 ip 10.3.3.254
 vrrp 30 priority 110
!
router ospf 2
 network 10.11.2.0 0.0.0.3 area 0
!
ip forward-protocol nd
!
no ip http server
no ip http secure-server
!
control-plane
!
line con 0
 exec-timeout 300 0
 logging synchronous
line aux 0
line vty 0 4
!
!
end

DIS-SW4#


C-Router1:
Building configuration...

Current configuration : 3256 bytes
!
! Last configuration change at 22:17:55 UTC Mon Oct 14 2024
!
version 15.6
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname C-Router1
!
boot-start-marker
boot-end-marker
!
!
!
no aaa new-model
ethernet lmi ce
!
!
!
mmi polling-interval 60
no mmi auto-configure
no mmi pvc
mmi snmp-timeout 180
!
no ip domain lookup
ip cef
no ipv6 cef
!
multilink bundle-name authenticated
!
!
!
!
!
redundancy
!
interface GigabitEthernet0/0
 description "Link to C-Router2"
 ip address 10.10.10.1 255.255.255.252
 duplex auto
 speed auto
 media-type rj45
!
interface GigabitEthernet0/1
 description "Link to DiS-SW2"
 ip address 10.0.2.1 255.255.255.252
 duplex auto
 speed auto
 media-type rj45
!
interface GigabitEthernet0/2
 description "link to DIS-SW1"
 ip address 10.0.1.1 255.255.255.252
 duplex auto
 speed auto
 media-type rj45
!
interface GigabitEthernet0/3
 no ip address
 shutdown
 duplex auto
 speed auto
 media-type rj45
!
router ospf 1
 network 0.0.0.0 255.255.255.255 area 0
 default-information originate
!
ip forward-protocol nd
!
!
no ip http server
no ip http secure-server
ip route 0.0.0.0 0.0.0.0 GigabitEthernet0/0
!
!
!
!
control-plane
!
line con 0
 exec-timeout 300 0
 logging synchronous
line aux 0
line vty 0 4
 login
 transport input none
!
no scheduler allocate
!
end

C-Router1#



C-Router2:
 
Building configuration...

Current configuration : 3193 bytes
!
! Last configuration change at 15:38:32 UTC Mon Oct 14 2024
!
version 15.6
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname C-Router2
!
boot-start-marker
boot-end-marker
!
!
!
no aaa new-model
ethernet lmi ce
!
!
!
mmi polling-interval 60
no mmi auto-configure
no mmi pvc
mmi snmp-timeout 180
!
no ip domain lookup
ip cef
no ipv6 cef
!
multilink bundle-name authenticated
!
redundancy
!
interface GigabitEthernet0/0
 description "Link to C-Router1"
 ip address 10.10.10.2 255.255.255.252
 duplex auto
 speed auto
 media-type rj45
!
interface GigabitEthernet0/1
 description "Link to DIS-SW3"
 ip address 10.11.1.1 255.255.255.252
 duplex auto
 speed auto
!
interface GigabitEthernet0/2
 ip address 10.11.2.1 255.255.255.252
 duplex auto
 speed auto
!
interface GigabitEthernet0/3
 no ip address
 shutdown
 duplex auto
 speed auto
 media-type rj45
!
router ospf 2
 network 0.0.0.0 255.255.255.255 area 0
 default-information originate
!
ip forward-protocol nd
!
!
no ip http server
no ip http secure-server
ip route 0.0.0.0 0.0.0.0 GigabitEthernet0/0
!
control-plane
!
line con 0
 exec-timeout 300 0
 logging synchronous
line aux 0
line vty 0 4
 login
 transport input none
!
no scheduler allocate
!
end

C-Router2#
 (
2
)
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   Lab Objective:
 Understand the Role of VRRP in Redundancy: 
  • Gain a clear understanding of how VRRP provides redundancy for a default gateway.
  • Learn the difference between the VRRP Master and Backup roles.
 Configure Basic VRRP Settings:
  • Configure VRRP on two routers (R1 and R2) to create a shared virtual gateway using a specified VRRP group number.
  • Set appropriate priorities on R1 and R2 to determine which router will serve as the primary gateway.
 Verify VRRP Operation:
  • Use show commands to verify the VRRP status and roles on both routers.
  • Ensure that the router with the higher priority takes on the Master role.
 Implement Interface Tracking:
  • Configure interface tracking on R1 to monitor the connection to a downstream switch.
  • Adjust VRRP priorities dynamically based on interface status to ensure seamless failover.
 Test VRRP Failover and Restoration:
  • Simulate a failover by shutting down the interface on the Master router and verify that the Backup router takes over as expected.
  • Restore the interface and observe the behavior of the VRRP preemption process.
 Verify Network Connectivity during Failover:
  • Use ping and traceroute commands from end devices (PC1 and PC2) to confirm connectivity through the virtual IP before, during, and after the failover process.
  • Ensure minimal downtime and verify that traffic automatically reroutes through the new Master router during failover.
   Lab Task:

1. Access Switches Configuration (ACC-SW1, ACC-SW2, ACC-SW3): a. Configure all access ports that connect to end devices with the appropriate VLAN, interface description, and set each port to Access Mode.
    b. Configure all ports that connect to the Distribution Switches with the following attributes:
        1) Enable Trunk encapsulation to Dot1Q
        2) Force the interface to operate in Trunk mode
        3) Allow only VLAN 10 and 20 on ACC-SW1 and ACC-SW2
        4) Allow only VLAN 30 on ACC-SW3
    c. Perform in-flight checks
2. Distribution Switches Configuration (DIS-SW1, DIS-SW2, DIS-SW3, DIS-SW4):
    a. Configure all ports that connects to the Access Switches with the following attributes:
        1) Enable Trunk encapsulation to Dot1Q
        2) Force the interface to operate in Trunk mode
        3) Allow only VLAN 10 and 20 on DIS-SW1, DIS-SW2
        4) Allow only VLAN 30 on DIS-SW3, DIS-SW4
    b. Configure the inter-link between each Distribution Switch with the attributes mentioned above in step 2.a
    c. On DIS-SW1 and DIS-SW4, configure the GigabitEthernet0/2 interface with the appropriate IPv4 address settings, add an interface description, and enable the interface.
    d. On DIS-SW2, configure the GigabitEthernet1/0 interface with the appropriate IPv4 address settings, add an interface description, and enable the interface.
    e. On DIS-SW3, configure the GigabitEthernet0/1 interface with the appropriate IPv4 address settings, add an interface description, and enable the interface
    f. SVI Configuration, please refer to the IPv4 address table above for more information:
        1) Create and configure SVI 10 and 20 on DIS-SW1 and DIS-SW2 with the appropriate IP address settings and enable the interface accordingly.
        2) Create and configure SVI 30 on DIS-SW3 and DIS-SW4 with the appropriate IP address settings and enable the interface accordingly.
    g. Enable IP Routing
    h. Perform in-flight checks
3. Core Router Configuration C-Router1 and C-Router2:
    a. Configure each interface (Gi0/0, Gi0/1, Gi0/2) with the appropriate IPv4 address settings, add an interface description and enable the interface.
4. Configure a default route on C-Router1 and C-Router2:
    a. Configure a default static route with the next-hop address set to the Gi0/0 interface.
    b. Perform in-flight checks.
5. OSPF Configuration using a single area:
    a. On C-Router1:
        1) Create an OSPF ID 1
        2) Enable OSPF process across these interfaces Gi0/0, Gi0/1, and Gi0/2 within area 0.
        3) Use the appropriate command to advertise the default gateway to DIS-SW1 and DIS-SW2.
    b. On C-Router2:
        1) Create an OSPF ID 2
        2) Enable OSPF process across these interfaces Gi0/0, Gi0/1, and Gi0/2 within area 0.
        3) Use the appropriate command to advertise the default gateway to DIS-SW3 and DIS-SW4
    c. On DIS-SW1:
        1) Create an OSPF ID 1
        2) Enable OSPF process across these interfaces Gi0/2, SVI 10 and SVI 20 within area 0.
    d. On DIS-SW2:
        1) Create an OSPF ID 1
        2) Enable OSPF process across these interfaces Gi1/0, SVI 10 and SVI 20 within area 0.
    e. On DIS-SW3:
        1) Create an OSPF ID 2
        2) Enable OSPF process across these interfaces Gi0/1 and SVI 30 within area 0.
    f. On DIS-SW4:
        1) Create an OSPF ID 2
        2) Enable OSPF process across these interfaces Gi0/2 and SVI 30 within area 0.
    g. Perform in-flight checks
6. VRRP Configuration:
    a. DIS-SW1 and DIS-SW2:
        1) Configure each switch with the appropriate VRRP group number. The group number should match the VLAN ID it is associated with.
        2) On each group you need to use the correct priority:
                1. On DIS-SW1 you must use priority of 200
                2. On DIS-SW2 you must use priority of 110
        3) Only on DIS-SW1, you must you use the preempt command across both VRRP groups. To ensure that DIS-SW1 becomes the Master VRRP again after recovering from any failure (either due to hardware issues or a temporary link outage).
    b. DIS-SW3 and DIS-SW4:
        1) Configure each switch with the appropriate VRRP group number. The group number should match the VLAN ID it is associated with.
        2) On each group you need to use the correct priority:
                1. On DIS-SW3 you must use priority of 200
                2. On DIS-SW4 you must use priority of 110
        3) Only on DIS-SW3, you must you use the preempt command across both VRRP groups.
    c. Perform in-flight checks
7. Tracking Object Configuration:
    a. On DIS-SW1 and DIS-SW3 configure a tracking object:
        1) Create a tracking object for each VRRP group to monitor the interface connecting to C-Router1. The tracking object should be configured so that if the interface status changes (e.g., goes down), it will trigger the VRRP to decrement its priority, allowing the backup router to take over as the master.
    b. Assign the tracking object to the appropriate VRRP group on both DIS-SW1 and DIS-SW3, and configure the decrement value to 100. This ensures that if the tracked interface status changes, the VRRP priority will adjust accordingly
    c. Perform in-flight checks
8. Connectivity test:
    a. Initiate a ping from PC1 to PC2.
    b. Initiate a ping from PC1 to Server-A
    c. Initiate a ping from PC2 to Server-A
    d. Initiate a traceroute from PC1 to Server-A and observe the path that the traffic takes. Note the sequence of hops and the devices it passes through.
9. Failover test:
    a. On DIS-SW1 – Shutdown SVI 10 test:
        1) Shutdown interface SVI 10
        2) Check the VRRP status on DIS-SW1 and DIS-SW2
        3) Repeat step 8
        4) Rollback the changes and confirm that DIS-SW1 is the Master once more.
    b. On DIS-SW1 – Shutdown Gi0/2 test:
        1) Shutdown interface Gi0/2
        2) Check the VRRP status on DIS-SW1 and DIS-SW2
        3) Repeat step 8
        4) Rollback the changes and confirm that DIS-SW1 is the Master once more.
10. Save your configuration
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   Lab Objective:
 Understand the Role of VRRP in Redundancy: 
  • Gain a clear understanding of how VRRP provides redundancy for a default gateway.
  • Learn the difference between the VRRP Master and Backup roles.
 Configure Basic VRRP Settings:
  • Configure VRRP on two routers (R1 and R2) to create a shared virtual gateway using a specified VRRP group number.
  • Set appropriate priorities on R1 and R2 to determine which router will serve as the primary gateway.
 Verify VRRP Operation:
  • Use show commands to verify the VRRP status and roles on both routers.
  • Ensure that the router with the higher priority takes on the Master role.
 Implement Interface Tracking:
  • Configure interface tracking on R1 to monitor the connection to a downstream switch.
  • Adjust VRRP priorities dynamically based on interface status to ensure seamless failover.
 Test VRRP Failover and Restoration:
  • Simulate a failover by shutting down the interface on the Master router and verify that the Backup router takes over as expected.
  • Restore the interface and observe the behavior of the VRRP preemption process.
 Verify Network Connectivity during Failover:
  • Use ping and traceroute commands from end devices (PC1 and PC2) to confirm connectivity through the virtual IP before, during, and after the failover process.
  • Ensure minimal downtime and verify that traffic automatically reroutes through the new Master router during failover.
   Lab Task:

1. Access Switches Configuration (ACC-SW1, ACC-SW2, ACC-SW3): a. Configure all access ports that connect to end devices with the appropriate VLAN, interface description, and set each port to Access Mode.
    b. Configure all ports that connect to the Distribution Switches with the following attributes:
        1) Enable Trunk encapsulation to Dot1Q
        2) Force the interface to operate in Trunk mode
        3) Allow only VLAN 10 and 20 on ACC-SW1 and ACC-SW2
        4) Allow only VLAN 30 on ACC-SW3
    c. Perform in-flight checks
2. Distribution Switches Configuration (DIS-SW1, DIS-SW2, DIS-SW3, DIS-SW4):
    a. Configure all ports that connects to the Access Switches with the following attributes:
        1) Enable Trunk encapsulation to Dot1Q
        2) Force the interface to operate in Trunk mode
        3) Allow only VLAN 10 and 20 on DIS-SW1, DIS-SW2
        4) Allow only VLAN 30 on DIS-SW3, DIS-SW4
    b. Configure the inter-link between each Distribution Switch with the attributes mentioned above in step 2.a
    c. On DIS-SW1 and DIS-SW4, configure the GigabitEthernet0/2 interface with the appropriate IPv4 address settings, add an interface description, and enable the interface.
    d. On DIS-SW2, configure the GigabitEthernet1/0 interface with the appropriate IPv4 address settings, add an interface description, and enable the interface.
    e. On DIS-SW3, configure the GigabitEthernet0/1 interface with the appropriate IPv4 address settings, add an interface description, and enable the interface
    f. SVI Configuration, please refer to the IPv4 address table above for more information:
        1) Create and configure SVI 10 and 20 on DIS-SW1 and DIS-SW2 with the appropriate IP address settings and enable the interface accordingly.
        2) Create and configure SVI 30 on DIS-SW3 and DIS-SW4 with the appropriate IP address settings and enable the interface accordingly.
    g. Enable IP Routing
    h. Perform in-flight checks
3. Core Router Configuration C-Router1 and C-Router2:
    a. Configure each interface (Gi0/0, Gi0/1, Gi0/2) with the appropriate IPv4 address settings, add an interface description and enable the interface.
4. Configure a default route on C-Router1 and C-Router2:
    a. Configure a default static route with the next-hop address set to the Gi0/0 interface.
    b. Perform in-flight checks.
5. OSPF Configuration using a single area:
    a. On C-Router1:
        1) Create an OSPF ID 1
        2) Enable OSPF process across these interfaces Gi0/0, Gi0/1, and Gi0/2 within area 0.
        3) Use the appropriate command to advertise the default gateway to DIS-SW1 and DIS-SW2.
    b. On C-Router2:
        1) Create an OSPF ID 2
        2) Enable OSPF process across these interfaces Gi0/0, Gi0/1, and Gi0/2 within area 0.
        3) Use the appropriate command to advertise the default gateway to DIS-SW3 and DIS-SW4
    c. On DIS-SW1:
        1) Create an OSPF ID 1
        2) Enable OSPF process across these interfaces Gi0/2, SVI 10 and SVI 20 within area 0.
    d. On DIS-SW2:
        1) Create an OSPF ID 1
        2) Enable OSPF process across these interfaces Gi1/0, SVI 10 and SVI 20 within area 0.
    e. On DIS-SW3:
        1) Create an OSPF ID 2
        2) Enable OSPF process across these interfaces Gi0/1 and SVI 30 within area 0.
    f. On DIS-SW4:
        1) Create an OSPF ID 2
        2) Enable OSPF process across these interfaces Gi0/2 and SVI 30 within area 0.
    g. Perform in-flight checks
6. VRRP Configuration:
    a. DIS-SW1 and DIS-SW2:
        1) Configure each switch with the appropriate VRRP group number. The group number should match the VLAN ID it is associated with.
        2) On each group you need to use the correct priority:
                1. On DIS-SW1 you must use priority of 200
                2. On DIS-SW2 you must use priority of 110
        3) Only on DIS-SW1, you must you use the preempt command across both VRRP groups. To ensure that DIS-SW1 becomes the Master VRRP again after recovering from any failure (either due to hardware issues or a temporary link outage).
    b. DIS-SW3 and DIS-SW4:
        1) Configure each switch with the appropriate VRRP group number. The group number should match the VLAN ID it is associated with.
        2) On each group you need to use the correct priority:
                1. On DIS-SW3 you must use priority of 200
                2. On DIS-SW4 you must use priority of 110
        3) Only on DIS-SW3, you must you use the preempt command across both VRRP groups.
    c. Perform in-flight checks
7. Tracking Object Configuration:
    a. On DIS-SW1 and DIS-SW3 configure a tracking object:
        1) Create a tracking object for each VRRP group to monitor the interface connecting to C-Router1. The tracking object should be configured so that if the interface status changes (e.g., goes down), it will trigger the VRRP to decrement its priority, allowing the backup router to take over as the master.
    b. Assign the tracking object to the appropriate VRRP group on both DIS-SW1 and DIS-SW3, and configure the decrement value to 100. This ensures that if the tracked interface status changes, the VRRP priority will adjust accordingly
    c. Perform in-flight checks
8. Connectivity test:
    a. Initiate a ping from PC1 to PC2.
    b. Initiate a ping from PC1 to Server-A
    c. Initiate a ping from PC2 to Server-A
    d. Initiate a traceroute from PC1 to Server-A and observe the path that the traffic takes. Note the sequence of hops and the devices it passes through.
9. Failover test:
    a. On DIS-SW1 – Shutdown SVI 10 test:
        1) Shutdown interface SVI 10
        2) Check the VRRP status on DIS-SW1 and DIS-SW2
        3) Repeat step 8
        4) Rollback the changes and confirm that DIS-SW1 is the Master once more.
    b. On DIS-SW1 – Shutdown Gi0/2 test:
        1) Shutdown interface Gi0/2
        2) Check the VRRP status on DIS-SW1 and DIS-SW2
        3) Repeat step 8
        4) Rollback the changes and confirm that DIS-SW1 is the Master once more.
10. Save your configuration
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